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Abstract

Internet users such as individuals and organizations argecuto different types of epidemic risks such as
worms, viruses, and botnets. To reduce the probability €K, ran Internet user generally invests in self-defense
mechanisms like antivirus and antispam software. Howemach software does not completely eliminate risk.
Recent works have considered the problem of residual rigkiretion by proposing the idea of cyber-insurance. In
reality, an Internet user faces risks due to security astaskwell as risks due to non-security related failures,(e.g.
reliability faults in the form of hardware crash, buffer ofiew, etc.) . These risk types are often indistinguishable
by a naive user. However, a cyber-insurance agency would hkedy insure risks only due to security attacks.
In this case, it becomes a challenge for an Internet user aosehthe right type of cyber-insurance contract as
standard optimal contracts, i.e., contracts under segcatiicks only, might prove to be sub-optimal for himself.

In this paper, we address the problem of analyzing cyberarge solutions when a user faces risks due to
both, security as well as non-security related failures.piAgoseAegis a novel cyber-insurance model in which
the user accepts a fractidgstrictly positive)of loss recovery on himself and transfers rest of the lossveny on the
cyber-insurance agency. We mathematically show that giweaption, Internet users would prefer Aegis contracts
to traditional cyber-insurance contracts, under all ptamtypes. This result firmly establishes the non-existence
of traditionall cyber-insurance markets when Aegis contracts are offeradsérs. We also derive an interesting
counterintuitive result related to the Aegis framework: sleow that an increase(decrease) in the premium of
an Aegis contracinay notalways lead to decrease(increase) in its user demand. Iprtoess, we also state the
conditions under which the latter trend and its conversergen®©ur work proposes a hew model of cyber-insurance
for Internet security that extends all previous related et®tly accounting for the extra dimension of non-insurable

risks. Aegis also incentivizes Internet users to take upenparsonal responsibility for protecting their systems.

Traditional cyber-insurance contracts are those whichatooperate on non-security related losses in addition tariggaelated losses,
and do not give a user that option of being liable for a frattd insurer advertised loss coverage. In Sedfidn V we citerreimportant
papers on traditional cyber-insurance and differentiaggr twork from our cyber-insurance model.
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I. INTRODUCTION

The Internet has become a fundamental and an integral pastuofaily lives. Billions of people
nowadays are using the Internet for various types of appdics. However, all these applications are
running on a network, that was built under assumptions, soinghich are no longer valid for today’s
applications, e,g., that all users on the Internet can b&dduand that there are no malicious elements
propagating in the Internet. On the contrary, the infragte, the users, and the services offered on the
Internet today are all subject to a wide variety of risks. Séheisks include denial of service attacks,
intrusions of various kinds, hacking, phishing, wormsuses, spams, etc. In order to counter the threats
posed by the risks, Internet u%fmve traditionally resorted to antivirus and anti-spantvearfes, firewalls,
and other add-ons to reduce the likelihood of being affedtedhreats. In practice, a large industry
(companies likeSymantec, McAfeestc.) as well as considerable research efforts are centamechd
developing and deploying tools and techniques to deteeiathrand anomalies in order to protect the
Internet infrastructure and its users from the resultingatige impact.

In the past one and half decade, protection techniques fremriaty of computer science fields such
as cryptography, hardware engineering, and software eagitg have continually made improvements.
Inspite of such improvements, recent articles by Schn2é} §nd Anderson [2][3] have stated that it is
impossible to achieve a 100% Internet security proteclitve. authors attribute this impossibility primarily

to four reasons:

« New viruses, worms, spams, and botnets evolve periodiedlls rapid pace and as a result it is
extremely difficult and expensive to design a security sotuthat is a panacea for all risks.

« The Internet is a distributed system, where the system usmre divergent security interests and
incentives, leading to the problem of ‘misaligned inceesivamongst users. For example, a rational
Internet user might well spend $20 to stop a virus trashisdpérd disk, but would hardly have any
incentive to invest sufficient amounts in security solusidn prevent a service-denial attack on a
wealthy corporation like an Amazon or a Microsoft [29]. Thtlse problem of misaligned incentives
can be resolved only if liabilities are assigned to partiese(s) that can best manage risk.

« The risks faced by Internet users are often correlated ateddiependent. A user taking protective

2The term ‘users’ may refer to both, individuals and orgatiires.



action in an Internet like distributed system creates pasixternalities[[12] for other networked
users that in turn may discourage them from making apprigpsecurity investments, leading to the
‘free-riding’ problem [5][8](19][22].

« Network externalities affect the adoption of technologgtKand Shapirc [10] have determined that
externalities lead to the classic S-shaped adoption cansmrding to which slow early adoption gives
way to rapid deployment once the number of users reachesi@atmass. The initial deployment is
subject to user benefits exceeding adoption costs, whichrea@mnly if a minimum number of users
adopt a technology; so everyone might wait for others to gsi, faind the technology never gets
deployed. For example DNSSEC, and S-BGP are secure prettiailhave been developed to better
DNS and BGP in terms of security performance. However, thalehge is getting them deployed

by providing sufficient internal benefits to adopting eesti

In view of the above mentioned inevitable barriers to 1008k mitigation, the need arises for alternative
methods of risk management in the Internet. Anderson andrd/f8j state that microeconomics, game
theory, and psychology will play as vital a role in effectiiek management in the modern and future
Internet, as did the mathematics of cryptography a quasatucy ago. In this regardiyber-insurance
is a psycho-economic-driven risk-management technigheyaevrisks are transferred to a third party, i.e.,
an insurance company, in return for a fee, i.e., ittmurance premiumThe concept of cyber-insurance
is growing in importance amongst security engineers. Thsae for this is three fold: (i) ideally, cyber-
insurance increases Internet safety because the insunezhges self-defense as a rational response to the
reduction in insurance premiurn! [Q][11][28][30], a fact thes also been mathematically proven by the
authors in[[13][16], (ii) in the IT industry, the mindset adbsolute protection’ is slowly changing with
the realization that absolute security is impossible ard@xpensive to even approach while adequate
security is good enough to enable normal functions - theak#te risk that cannot be mitigated can be
transferred to a third party [17], and (iii) cyber-insuramill lead to a market solution that will be aligned
with economic incentives of cyber-insurers and users Yiddals/organizations) - the cyber-insurers will
earn profit from appropriately pricing premiums, whereasrsiswill seek to hedge potential losses. In
practice, users generally employ a simultaneous combimatf retaining, mitigating, and insuring risks
[27].

Research MotivationThe concept of cyber-insurance as proposed in the secitetgsitlire covers losses

only due to security attacks. However, in reality, seculityses are not the only form of losses. Non-



security losses (e.g., reliability losses) form a majorsitge, where a user suffers, either because of
hardware malfunction due to a manufacturing defect or avsoé failure (e.g., buffer overflow caused
by non-malicious programming or operational eVHﬁﬁj. A naive Internet user would not be able to
distinguish between a security or a non-security failurd amght be at a disadvantage w.r.t. buying
traditional cyber-insurance contracts. That is, on fa@rgsk, the user would not know whether the cause
of the risk is a security attack or a non-security relatewfg. The disadvantage is due to the fact that
traditional cyber-insurance would only cover those losh#s to security attacks, whereas an Internet user
may incur a loss that occurs due to a non-security problemramidyet covered forHt In such cases,

it is an interesting problem to investigate the demand faditronal cyber-insurance as it seems logical
to believe that an Internet user might not be in favor of tramsg complete loss recovery liability to a
cyber-insurer as the former would would have to pay the pnemand at the same time bear the valuation
of the loss on being affected by non-security related loskeshis paper, we analyze the situation of
Internet users buying cyber-insurance when they face tlskismay arise due to non-security failures or
security attacks. We propose an alternative model of ciytsrrance, i.e., Aegis, in this regard and show
that given an option between cyber-insurance and Aegisacst an Internet user woukdways prefer

the latter. We make the following contributions in the paper

1) We propose a no@model of cyber-insurance, Aegis, in which Internet usersdneot transfer the
total loss recovery liability to a cyber-insurer, and magpesome liability to themselves, i.e., an
Internet user may not transfer the entire risk to an insw@atmmpany. Thus, as an example, an
Internet user may rest 80% of his loss recovery liability twyher-insurer and may want to bear the
remaining 20% on his own. Our model captures the realisena&go that Internet users could face
risks from security attacks as well as from non-securitatesd failures. It is based on the concept
of co-insurance in the traditional insurance domain. (Seeti@n(ll.)

3A buffer overflow can also be caused by a malicious attack tokéras. Example of such attacks include the Morris worm, Sapvorm,
and Blaster worm attacks on Windows PCs.

“Irrespective of whether a loss due to a risk is because of ariseattack or a non-security failure, the effects felt byser are the same
in both cases.

SWe assume here that the loss covering agency can distingetaleen both types of losses and it does not find it suitabtever losses
due to hardware or software malfunctions, as it feels thay ghould be the responsibility of the hardware and softwarglors (e.g., some
computer service agencies in India employ experts who cdistihguish between the two loss types, and these expestsomaired by the
loss recovery agency also.).

80ur cyber-insurance model is novel because we model pamsarance, whereas existing works related to traditioyhecinsurance
model full and partial insurance coverage but not partislitance. The notion of partial insurance can be explainddllass: in traditional
cyber-insurance models, only the cyber-insurer has thesalie amount of coverage it would provide to its clients antuin the premiums
it would charge, whereas in the Aegis model, the clients getecide on the fraction of the total amount of advertisedrasce coverage it
wants and in turn the proportional premiums it would payegian advertised contract. Thus, in traditional cyber+msce, it is mandatory
for users to accept the insurance policy in full, whereahénAegis model users have the option of accepting the insarpalicy in partial.



2) We mathematically show that when Internet users areavgkse, Aegis contracts aakvaysthe user
preferred policies when compared to traditional cybetiiaace contracts. In this regard, the latter
result de-establishes a market for traditional cybersiasce. The availability of Aegis contracts also
incentivizesrisk-averse Internet users to rest some loss coveragditifabpon themselves rather

than shifting it all to a cyber-insurer. (See Section IIl.)

3) We mathematically show that a risk-averse Internet userdvprefer cyber-insurance of some type
(Aegis or traditional)only if it is mandatory for him to buy some kind of insurance, giwbat he

faces risks due to both, security as well as non-securityrés. (See Sectidn JI1.)

4) We mathematically show the following counterintuitivesults: (i) an increase in the premium of
an Aegis contracinay notalways lead to a decrease in its user demand and (ii) a deciredke
premium of an Aegis contract may not always lead to an iner@ags user demand. In the process,
we also state the conditions under which these trends emeéhgeconditions give a guideline to
cyber-insurers on how to increase or decrease their preminrrder to increase user demands for

cyber-insurance. (See Sectionl 1V.)

[I. THE AEGIS CYBER-INSURANCE MODEL

We consider the scenario where an Internet user faceﬁ risks arise due to security attacks from
worms, viruses, etc., as well as due to non-security reltidares. One example of non-security related
problems arises due to reliability faults. In a seminal pde§ the authors identified operational and
programming errors, manufacturing problems of softwaré laardware vendors, and buffer overflow as
some examples of system reliability faults, which have @ffeon Internet users that are identical to the
effects when they are affected by certain security threats,(buffer overflow due to a malicious attack).
On facing the negative effects, an Internet user in genarahat distinguish between the loss type. In this
paper, we assume that a loss occurs either due to a secuatk atr a non-security related failure and
not both, i.e., a unit of damage cannot occur simultaneotisé/to a security and a non-security failure.
For example, a file or a part of it that has been damaged by aitseattack cannot be damaged by a
non-security fault at the same time.

A risk is defined as the chance that a user faces a certain arobioss.
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We assume that cyber-insur@m‘fer Aegis contracts to their clients, Aegis contractsikentraditional
insurance contracts allow the user to rest some fractionss tecovery liability upon itself. For example,
if the valuQ of a loss incurred by an Internet user equalsand the insurance coverage advertised by
an insurer equalé, — d, whered > 0, an Aegis contract would allow its client to rest a fractian;- 6,
of the coverage on itself and the remainifgart on the cyber-insurer, whereas a traditional contract
would fix the value ofd to 1. Our concept of Aegis contracts are based on the theocp-oisurancean
general insurance literature. It is logical to believe taaiser will not prefer d — ¢ value that is large
as it would mean that it wants to rest a substantial loss exgoNability on itself, thereby diminishing
the importance of buying cyber-insurance. We assume tleavalue ofd is fixed between the user and
the cyber-insurer prior to contract operation.

Most of our analysis in the paper will revolve around the finedalth of a risk-averse Internet user
who may be subject to risks due to both security attacks amdseourity related failures. We have the

following equation regarding its final wealth according e tAegis concept:
W:w0+U—LS—LN5+9(I(L5)—P), (l)

wherelV is a random variable representing the final wealth of a uggf, v is his constant initial wealth,
with being the constant total value of the object subject to less @esult of a security attack or a non-
security attack/Lg is a random variable denoting loss due to security attatks, is the random variable
denoting loss due to non security related failures,/and) is the cyber-insurance function that decides
the amount of coverage to be provided in the event of a sgewliated loss, wheré < I(Lg) < Lg.
We assume that bothg and Ly lie in the interval[0, v]. As mentioned previously, a given amount of
loss can be caused either by a security attack or a by a namityefault and not by both. In this sense
the loss types araot independenbut arenegatively correlatedP is the premiurQ charged to users
in insurable losses and is defined Bs= (1 + \)E(I(Ls)). A is the loading factor and is zero for fair
premiums and greater than zero for unfair premiums. We défirie, 1| as thelevel of cyber-insurance
liability opted for by a user. For example, a valuefot= 0.6, implies that the user transfers 60% of
its insurance coverage liability to the cyber-insurer aeegs the rest 40% of the coverage liability on

8A cyber-insurer could be an ISP, a third-party agency, orginernment.

°In this paper, like in all of existing cyber-insurance lirre, we assume that loss and coverage have the same stalém teality, this
may not be true. As an example, losing a valuable file may naibepensated by replacing the same file. In return, monetanpensation
may result. Considering appropriate units of loss and @meilis an area of future work.

we divide the fixed initial wealth of a user into two parts foodeling simplicity.
11p is the premium corresponding tofavalue of 1, wherd is the level of cyber-insurance liability opted by a user.



himself, where the insurance coverage could be either futlastial. We observe from Equation (1) that
depending on the liability level, a user payzjroportiormlnpiums to the cyber-insurer.

We define the expected utility of final wealthof an Internet user as

E(W)=A+B+C+D, )

where
A = // u(wo +v— Ls — LNS + Q(I(LS) — P)) . g(LS, LNs)dLl . dLNS,
0<Lg<v,Lngs=0
B = // U(wo +v— LS — LNS + H(I(Ls) — P)) . g(Ls, LNs)dLS . dLNs,
0<Lns<V,Lg=0

C = // u(wo +v— LS — LNS + Q(I(Ls) — P)) . g(Ls, LNs)dLS . dLNs,
0<Lg,0<Lns

and

D=p -u(wy+v—46-P),

with A, B, C', and D being the components of expected utility of final wealth whieere is a loss due
to a security attack only, a non-security related failuréy,oa security attack as well as a non-security
related failure, and no failure of any kind, respectivelys a twice continuously differentiable risk-averse
concave utility function of wealth of a user.

We define the joint probability density function(), of Ls and Lys as

Oé'fs(Ls) 0< LS SU,LNS:O
g(LS, LNS) = (1 - — 5) . fNS(LNs) 0< LNS S v, LS = O, (3)

0 0<L5§U,0<LN5§’U

where « is the probabilit@ of loss occurring due to a security attack, amds the probability of no
attack due to either a security or a non security attgfgkLs) and fns(Lyg) are the univariate density
functions of losses due to a security attack and non secatick respectively. The joint probability
density function has three components: 1) the case where the loss only due to a security attack,
2) the case when there is a loss only due to a non-securitiedefailure, and 3) the case when a loss

2In economic and risk analyses, dealing with the expecteityutif final wealth is a standard approach and it arises fréw von
Neumann-Morgenstern model of expected utilityl[20].

3We plan to estimater using correlation models.



occurs due to both types of risks.

Based ory(), Equation (1) can be re-written as

E(W)= Al+ B1+ (1, (4)
where
A= [ utws+v = Ls +6(1(Ls) = Pa- fs(Ls)dLs.
Bi= [ ulon-+ 0= Lys = 6(P)(1 — = 9) - fs(Lys)iLys
and

Cl=06 u(wy+v—0-P),

with A1, B1, andC1 being the components of expected utility of final wealth whieere is a loss due
to a security attack only, a non-security related failuré/oand no failure of any kind, respectively.
In the following sections, we adopt the Aegis model of cylmsurance and derive results in the form

of theorems and propositions.

[1l. EFFICACY OF AEGIS CONTRACTS

In this section, we investigate whether Aegis contractspaegerred by Internet users over traditional
cyber-insurance contracts, and if yes, then under whatittonsl. In this regard, we state the following
theorems that establish results regarding the user densaregis contracts when compared to traditional
cyber-insurance contracts.

Theorem 1. Risk-averse Internet users always prefer Aegis contragtsrdditional cyber-insurance
contracts when non-insurable losses exist, irrespectivetether the cyber-insurance premium charged

in an Aegis contract is faifA = 0) or unfair (A > 0).

Proof: Taking the first derivative of£'/(1W/) w.r.t. §, and equating it to zero, we get the first order
condition as
dE(W)
de

— A2+ B2+ C2=0, (5)

The comparison is based equaldegrees of fairness or unfairness between an Aegis cominaca traditional cyber-insurance contract.



where

A2 = /Ov u'(wo +v— LS + H(ILS — P))(I(Ls) — P)Oz . fs(Ls)dLs,

B2 = /0” ' (wo+v— Lys —0(P))(—P)(1 —a—B) - fvs(Lns)dLys,

and

C2=p -u(wy+v—0-P)(—P).

Now substituting/ (Ls) = Lg ( indicating full coverage) and = 1 (indicating no co-insurance) into the

first order condition, we get

MﬂW)ZA3+Bs+03:Q (6)
do

where

A3 = / Ul(wo +v— P)(LS — P)Oé . fs(Ls)dLs,

0
B3 = / u'(wo +v— Ls - P)(—P)(l — 0 — ﬁ) : st(LNs)dLNS,

0

and

C3 =0 u(wy+v— P)(—P).
Re-arranging the integrals we get
A3 =+ v P)-a [ (Ls = Ps(Lo)iLs,
0

and

B3 = (—P)(l - — 5) /;v u'(wo +v— LNS - P)st(LNS)dLNS,

Now using the fact that/(/(Ls)) = « - fOU Ls - fs(Ls)dLs = P (fair premiums), we have the following
equation
dE(W)
e

— A4+ B4, 7)

where

Ad = (wy+v—P)(1—a—B)P
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and

B4 = (-P)(1-a-p) /O” u'(wo +v — Lys — P) fns(Lns)dLns.

Since a user has a risk-averse utility function, we havVe,+v— Lys— P) > u/(wg+v— P)VLys > 0.

Thus, dEd(@W) < 0 at ¢ = 1. This indicates that the optimal value 6fis less than 1 for fair insurance

premiums. On the other hand, even if we consider unfair premiwith a load facton > 0, we get

dE(W)
9

< 0. Therefore in this case also the optimal valugfaé less than 11

Implication of Theorem 1The theorem implies that risk-averse users would alwayssth@degis cyber-
insurance contracts over traditional cyber-insurancdraots, when given an option.

Intuition Behind Theorem 1n situations where a risk-averse user cannot distinguittvden losses due
to a security attack or a non-security failure, he would beseovative in his investments in insurance (as
he could pay premiums and still not get covered due to a nsurable loss) and would prefer to invest
more in self-effort for taking care of his own system so as toimize the chances of a losshus, in a
sense the Aegis model incentivizes risk-averse Interresue invest more in taking care of their own
systems than simply rest the entire coverage liability upayber-insurer.

Theorem 2. When risks due to non-insurable losses are increased in adider stochastic dominigt

sense, the demand for traditional cyber-insurance amoatjstsk-averse Internet users decreases.

Proof. Again consider the first order condition

dE(W)
a6

— A2+ B2+ (02 =0, 8)

where

A2 = /v u'(wo +v— Ls + G(ILS - P))(I(LS) - P)Oé . fS(LS)dLS,

2= /ov w'(wo +v — Lys — 0(P))(=P)(1 — o = B) - fvs(Lns)dLns,

BLet X andY be two random variables representing risks. THérs said to be smaller thal' in first order stochastic dominance,
denoted asX <gr Y if the inequality VaR[X;p] < VaR[Y;p] is satisfied for allpe [0, 1], whereVaR[X;p] is the value at risk and
is equal tOF};l(p). First order stochastic dominance implies dominance ofidrigorders. We adopt the stochastic dominant approach to
comparing risks because a simple comparison between sanmments of two distributions may not be enough for a conpeetliction
about the dominance of one distribution over another.
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and

C2=p3 u(wy+v—6-P)(—P).

We observe that wheti s is increased in a first order stochastic dominant @rmmd fs(Lg) and g
remain unchanged, the premium for insurance does not cha@wgéncrease inLyg in the first order
stochastic dominant sense increases the magnitudé of(w, + v — Lys — 0(P))(—P)(1 —a — 3) -
fns(Lns)dLys, whenever/(wg + v — Lys — 0(P)) is increasing inLys. This happens when(WW) is
concave, which is the exactly the case in our definition.ofThus, an increase ih s in a first order
stochastic dominant sense leads to the first order expresdéiﬁ‘ﬁ, to become increasingly negative and

results in reductions id, implying the lowering of demand for cyber-insuranii.

Implication of Theorem 2The theorem simply implies the intuitive fact that an insean the risk
due to non-insurable losses leads to a decrease in the demharatlitional cyber-insurance contracts,
irrespective of the degree of risk-averseness of a user.

Intuition Behind Theorem ZThe implication of Theorem 2 holds as the user would think thare are
greater chances of it being affected by a loss and not beingred at the same time. An increase in
the risk due to non-insurable losses also decreases thendeimaAegis contracts. However, according
to Theorem 1, for the same amount of risk, Aegis contractspaséerred to traditional cyber-insurance
contracts.

Theorem 3. When the risk due to non-insurable losses increases in teedrder stochastic dominant
sense, the expected utility of final wealth for any cybewiassce contract (Aegis and traditional) falls

when compared to the alternative of no cyber-insuranceyigk averse Internet users

Proof. The expected utility of any cyber-insurance contract igiby the following

E(W)=Al+ B1+ (1, 9)

8Let X andY be two random variables representing risks. THérs said to be smaller thal' in first order stochastic dominance,
denoted asX <gsr Y if the inequality VaR[X;p] < VaR[Y;p] is satisfied for allpe [0, 1], whereVaR[X;p] is the value at risk and
is equal toF; ' (p). First order stochastic dominance implies dominance ohérigorders. We adopt the stochastic dominant approach to
comparing risks because a simple comparison between ganmments of two distributions may not be enough for a corpeetiction
about the dominance of one distribution over another.
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where

Al = AUU(WQ +v— LS + Q(I(Ls) — P))Oé : fs(Ls)dLs,

Bl = /OU u(UJO"—U — LNS — Q(P))(l — o — 5) . fNS<LNS>dLN5,

and

Cl=p -ulwy+v—=6-P).

When 6 = 0 (the case for no cyber-insurancé)(1V) reduces to

E(W) = Al' + Bl' + C1, (10)
where
Al = / u(wo + v — Ls)Oé . fs(Ls)dLs,
0
Bl/ = / u(wo + v — LNS)(l - — 5) . fg(LNs)dLNS,
0
and

C1 =B - u(wy + v).

Increases inLyg affect only the second terms in each of these utility expoess Thus, we need to
consider the change in the second order terms in the twayuthipressions to observe the impact of the

increase inLys. The difference in the second order terms is given as
/0” U(wo+U—LNS—9(P))(1—a—ﬁ)'st(LNs)dLNs—/OvU(wo+U—LNs)(1—a—ﬁ)'st(LNs)dLNs,
which evaluates to

/0 (o + v — Livs — 0(P)) — w(wo + v — Ls)|(1— a — B) - fvs(Lns)dLns.

where[u(wy+v— Lys —0(P)) —u(wo+v— Lyg)] is decreasing il ys under risk aversion and concave
under user prudence. Thus, increased i} in the first order stochastic dominant sense reduces the

expected utility of cyber-insurance relative to no cybestirancel

Implication of Theorem 3.Theorem 3 provides us with an explanation of why risk-avénsernet users
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would be reluctant to buy cyber-insurance of any kind givemption between choosing and not choosing

insurance, when risks due to non-security related losgegrasent along with risks due to security attacks.

Intuition Behind Theorem 3rheorem 3 holds because the expected utility to a risk-aveternet user
opting for a zero level of cyber-insurance liability is gieathan that obtained when he opts for a positive
level of cyber-insurance liability.

Combining the results in theorems 1, 2, and 3, we concluddalie@ving:

« In the presence of non-insurable losses, the market foititadl cyber-insurance may not exist.

« When risk-averse Internet users have an option betweetidraal cyber-insurance, Aegis contracts,
and no cyber-insurance, they may prefer the last options;TAegis contracts might be preferred
by Internet users over traditional cyber-insurance caigranly if it is mandatory for them to buy
some kind of insurance. In general, Internet service pereidISPs) might force its clients to sign

up for some positive amount of cyber-insurance to ensure 1@ mecure and robust Internet.

IV. SENSITIVITY ANALYSIS OF USERDEMANDS

In this section we conduct a sensitivity analysis of user @ais for Aegis contracts. We investigate
whether an increase in the premium charged by a contradtseswan increase/decrease in user demand
for the contract. The user demand is reflected in@thalue, i.e., user demand indicates the fraction of
loss coverage liability a risk-averse user is willing totrea the cyber-insurance agency. In an Aegis
contract, to avoid insurance costs not related to a secattifick, a risk-averse user takes up a fraction of
loss coverage liability on himself as it does not know bdfiared whether he is affected by a security or
a non security threat. Thus, intuitively, a decrease in arachpremium may not always lead to a user
increasing his demand and analogously an increase in tingiypremay not always lead to a decrease in
the user demands. The exact nature of the relationship batthe premiums and user demand in this case
depends on the degree of risk averseness of a user. To malatténestatement clear, consider an Internet
user who is very risk averse. It would not matter to that uséndre is a slight decrease in the premium
amount because he might still not transfer additional lasserage liability to the cyber-insurer, given
that he is unsure about whether the risk he faces is due tousityeattack or a non security related issue.
On the other hand a not so risk averse user may not decreasenthent of loss coverage liability rested
upon a cyber-insurer, even if there is a slight increase encfber-insurance premiums. In this section

we study the conditions under which there is an increaseddse of user demand for Aegis contracts



14

with change in contract premiums. We first provide the bastags for sensitivity analysis, which is then

followed by the study of the analysis results.

A. Analysis Setup

Let a user’s realized final wealth be represented as
W =w—L+6(L—P). (11)
SubstitutingP = N'E(L), we get
W=w-L+6(L—-NE(L)), (12)

where )\’ equals(1+ \), w is equal tow, + v, 0 lies in the interval0, 1], A > 1 is the gross loading factor
of insurancel = Ls+ Lys, andAE(L) = « [, L- fs(L)dL is the premium payment for full insurarde
with £ being the expectation operator. The user is interested ximizng his expected utility of final
wealth in the von Neumann-Morgenstern expected utilityseeand chooses a correspondéhtp achieve

the purpose. Thus, we have the following optimization peail
argmazg E(UW)) = E[U(w — L+ 6(L — NE(L))],
where( < 6§ < 1. The first order condition for an optimufhis given by
Eg(UW)) = E[U'(W)(L = XE(L))] =0, (13)

which occurs at an optima& = 6*. Integrating by parts the LHS of the first order condition augiating
it to zero, we get

v

vw) |

0

(L — NE(L))dFs(L) + / U (LYWL ( /L - )\’E(L))dFS(t)) dL =0, (14)

0

where W (z) is the value ofif at L = z andW'(L) = —(1 — 0) < 0. The second order condition is
given by

Eg(U(W)) = E[U"(W)(L — NE(L))?] <0, (15)

By the term ‘full insurance’, we imply a user resting its cdetp loss liability on the cyber-insurer, i.@.= 1. Full insurance here does
not indicate full insurance coverage.
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which is always satisfied fot/” < 0. We now consider the following conditioff, which we assume to
hold for the rest of the paper.

Condition C - The utility functionU for a user is twice continuously differentiable, thrice qeevise
continuously differentiatE and exhibitsU’ > 0, U” < 0 with the coefficient of risk aversiom, being
bounded from above.

The condition states the nature of the user utility functigrwhich is in accordance with the standard
user utility function used in the insurance literature,hnibhe additional restriction of thrice piecewise
continuous differentiability of/ to make the coefficient of risk aversion well-defined forl&ll We adopt
the standardhrrow-Pratt risk aversion measurée [18], according to which the coefiiiced risk aversion is

wu” (W)

expressed as (i = A(W) = —Z’,'((VVVV)) for anabsoluterisk averse measure and ()= R(W) = -7

for a relative risk averse measure.

B. Sensitivity Analysis Study

In this section we study the change in user demands for Aemigracts with variations in cyber-
insurance premiums, under two standard risk-averse mess(k) the decreasing absolute risk averse
measure and (2) the decreasing relative risk averse meabBheeterm ‘decreasing’ in both the risk
measures implies that the risk averse mentality of usenedse with the increase in their wealth, which
is intuitive from a user perspective. We are interested westigating the sign of the quantit%—ﬁ. The
nature of the sign drives the conditions for an Aegis conttacbe either more or less preferred by
Internet users when there is an increase in the premium,sifi.gi, < 0, an increase in cyber-insurance
premium implies decrease in user demand, %dz 0 implies an increase in user demand with increase
in premiums.

We have the following theorem and its corresponding prdjmosrelated to the conditions under which
Internet users increase or decrease their demands for Aegtsacts, when the users are risk averse in
an absolutesense.

Theorem 4. For any arbitraryw, X', F', and anyU satisfying conditior(', (i) % > 0 if and only if there
existsp e R such that

/LW[A(W(SCW* (z = NE(L)) — 1]dF (z) > p/ 0" (x — NE(L))dF (z), (16)

L

8we consider the thrice piecewise continuously differdaitigoroperty ofUU so thatA’(W) becomes piecewise continuous and is thus
defined for allW.



16

and (ii % < 0 if and only if there existp ¢ R such that

/L LAV ()0 (2 — NE(L)) — 11dF(z) < p / U 0r (@ — NE(L))dF (), (17)

L

where L € [0, w] and F'(+) is the distribution function of losg.

Proof. We know thatd% = —%: Now 2 < 0 if and only if the following relationship holds because
Ey <.
Egn(UW(L))) = E[-U"(W(L))0"E(L)(L — NE(L)) — U (W(L))E(L)] <0 (18)
or
1
_ / o/ <
E { (A(W(L)) iR XE(L))) U'(W(L))(L — A E(L)} <0 (19)

The LHS of Equation 19 can be expressed via integration bis [zex
/[AWKMWWL—XE@D—HUHV@DMWD
0

which evaluates to

X +Y,

where

X = U'(W(0)) /0 LAV (L))6"(L — N E(L)) — 1]dF (L)

and

Y — /0 S U w )L { /L LA ()87 (@ — NE(L)) — l]dF(gs)} dL.
Now X +Y > M + N, where
M = U'(W(0)) / " (L — NE(L))dF(L)

and

w

N = /O U wL)wiL) - (p /L (z - A’E(L))dF(m)) dL.

Thus,% > 0, and the sufficient condition is proved. The proof of the 3seey condition follows from

Proposition 1’ in P]. Reversing Equation 16 we get the necessary and sufficenditons for% <0,
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which is condition (ii) in Theorem 48
Proposition 1. There exists @R — {0} such that Theorem 4 holds if the following two conditions

are satisfied.

L= <y (20)
and
/0 S AW (L) {L _NE(L) - m} dF(L) > 0 1)

Note on Theorem 4 and Proposition Theorem 4 and Proposition 1 are related to each other in
the sense that Theorem 4 provides the necessary and suffegeditions under which Internet users
increase/decrease demands of Aegis contracts. The amuehind the result in Theorem 4 is based on
expected utility comparisons. For an increase inthalue, the expected utilities of a user are compared
with and without a corresponding increaservalue. We say that user demands for Aegis contracts
increase (decrease) if there is an increase (decreasepéttex utility with an increase in thevalue,
and we find the conditions for such situations to arise. Psitjom 1 states that Theorem 4 always holds
provided certain conditions are met.

We have the following theorem that states the conditiongundhich Internet users increase or decrease
their demands for Aegis contracts, when the users are rigsksavn arelative sense.
Theorem 5. For any arbitraryw, X', F, and anyU satisfying conditiorC, (i) 45; > 0 only if R(W) > 1

and (i) % < 0 only if R(W) < 1, whereW ¢ [W (w), W (0)].

Proof: We can rewrite Equation 16 as follows
/ {07 [AW (2)) — pl(z = NE(L)) — 1}dF(x) > 0, (22)
L

which can be further rewritten as

/Lw{(R(W(SC)) —1) = AW (z))(wo — =) — p(x = NE(L))}dF(x) > 0. (23)

The integral in Equation 23 is non-negative for alk [0, w] only if R(IW) > 1 for someW. To see
this it suffices to realize that A(W(L))(wy — L) < 0 for all Le[0,w) as L < w, and there exists
Le[0,w] at which— [ p(L—XNE(L))dF(z) < 0 as [, (x—XNE(L))dF (x)) alternates in sign of0, w).
Now suppose by contradiction th&(1/") < 1 for all . Substituting this into Equation 23 violates the
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condition stated in Equation 22 for sonie [0, w|. Again by Theorem 4, we have that there exists utility

function U satisfying conditionC' such thatZ. > 0 - a contradiction. Sincé" is arbitrary, the result (i)

in the theorem follows. By reversing the sign of the conditan R(1W) the result (ii) in the theorem
follows. H.

Implication of Theorem 5The theorem implies that above a certain level of the degreelative risk
averseness, a user prefers Aegis contracts even if thereirggease in contract premiums.
Intuition Behind Theorem 5The coefficient of relative risk aversion is measured regato the wealth of
a user and thus more his wealth, lesser would be his concemg #sing money due to paying more
cyber-insurance premiums, and not getting coverage ongbaffected by a non-security failure. The
intuition is similar for the case when below a certain thddhof relative risk averseness, users reduce

their demand for Aegis contracts.

V. RELATED WORK

The field of cyber-insurance in networked environments lenbbueled by recent results on the amount
of individual user self-defense investments in the preseoic network externaliti@. The authors in
[51[BI[L4][1L5][19][22] mathematically show that Interheasers invest too little in self-defense mechanisms
relative to the socially efficient level, due to the preseateetwork externalities. These works highlight
the role of positive externalities in preventing users frmwvesting optimally in self-defense. Thus, one
challenge to improving overall network security lies in entivizing end-users to invest in a sufficient
amount of self-defense in spite of the positive exterredithey experience from other users in the network.
In response to this challenge, the works in [14][15] modeletivork externalities and showed that a tipping
phenomenon is possible, i.e., in a situation where the lef/aelf-defense is low, if a certain fraction
of population decides to invest in self-defense mechanishnen a large cascade of adoption in security
features could be triggered, thereby strengthening theativaternet security. However, these works did
not state how the tipping phenomenon could be realized iatipe In a series of recent works [13]]16],
Lelarge and Bolot have stated that under conditions ofinformation asymmetry1][7] between the
insurer and the insured, cyber-insuramogentivizednternet user investments in self-defense mechanisms,
thereby paving the path to triggering a cascade of adopfibey also showed that investments in both self-
defense mechanisms and insurance schemes are quiteeiiatidrin maintaining a socially efficient level

19 An externality is a positive (external benefits) or negai(egternal costs) impact on an user not directly involved nezonomic
transaction.
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of security on the Internet. In a follow up work on joint seléfense and cyber-insurance investments, the
authors in[[23] show that Internet users invest more efftgran self-defense investments in a cooperative
environment when compared to a non-cooperative one, itioeléo achieving a socially efficient level
of security on the Internet.

In spite of Lelarge and Bolot highlighting the role of cybesurance for networked environments in
incentivizing increasing of user security investmentss ilcommon knowledge that the market for cyber-
insurance has not yet blossomed with respect to its pronpseghtial. Most recent works [4] [21] have
attributed this to (1)interdependent securitgi.e., the effects of security investments of a user on the
security of other network users connected to it), ¢@jrelated risk(i.e., the risk faced by a user due to
risks faced by other network users), and {@jormation asymmetrie§.e., the asymmetry between the
insurer and the insured due to one having some specific irfitwmabout its risks that the other does not
have). In a recent work [24], the authors have designed nmézing to overcome the market existence
problem due to information asymmetry, and show that a maiketyber-insurance exists in a single
cyber-insurer setting.

However, none of the above mentioned works related to cyiserance address the scenario where a
user faces risks due to security attacks as well as due teeaurity related failures. The works consider
attacks that occur due to security lapses only. In realityJrdernet user faces both types of risks and
cannot distinguish between the types that caused a los®rldgngh scenarios, it is not obvious that users
would want to rest the full loss recovery liability to a cybesurer. We address the case when an Internet
user faces risks due to both security as well as nhon-sequmatylems, and show that users always prefer
to rest some liability upon themselves, thus de-estaligsithe market for traditional cyber-insurance.
However, the Aegis framework being a type of a cyber-insceadnamework also faces problems identical
to the traditional cyber-insurance framework, viz., thétiderdependent security, correlated risk, and

information asymmetry.

VI. CONCLUSION

In this paper we proposed Aegis, a novel cyber-insuranceemimdwhich an Internet user accepts
a fraction (strictly positive) of loss recovery on himsefidatransfers the rest of the loss recovery on
the cyber-insurance agency. Our model is specifically duibesituations when a user cannot distinguish
between similar types of losses that arise due to eitherw@isgattack or a non-security related failure. We

showed that given an option, Internet users would preferisdegntracts to traditional cyber-insurance
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contracts, under all premium types. The latter result firedyablishes the non-existence of traditional
cyber-insurance markets when Aegis contracts are offavedsérs. Furthermore, the Aegis model in-
centivizes risk-averse Internet users to invest more imgakare of their own systems than simply rest
the entire coverage liability upon a cyber-insurer. We alsdved two interesting counterintuitive results
related to the Aegis framework, i.e., we showed that an as@dgdecrease) in the premium of an Aegis
contractmay notalways lead to a decrease (increase) in its user demand.rAsfdgature work, we plan

to investigate adverse selection and information asynymssues in Aegis contracts.
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